Abstract-In recent years, there has been a growing interest in incorporating microgrids in electrical power networks. This is due to various advantages they present, particularly the possibility of working in either autonomous mode or grid connected, which makes them highly versatile structures for incorporating intermittent generation and energy storage. However, they pose safety issues in being able to support a local island in case of utility disconnection. Thus, in the event of an unintentional island situation, they should be able to detect the loss of mains and disconnect for self-protection and safety reasons. Most of the anti-islanding schemes are implemented within control of single generation devices, such as dc-ac inverters used with solar electric systems being incompatible with the concept of microgrids due to the variety and multiplicity of sources within the microgrid. In this paper, a passive islanding detection method based on the change of the 5th harmonic voltage magnitude at the point of common coupling between grid-connected and islanded modes of operation is presented. Hardware test results from the application of this approach to a laboratory scale microgrid are shown. The experimental results demonstrate the validity of the proposed method, in meeting the requirements of IEEE 1547 standards.
Islanding Detection in Microgrids
Using Harmonic Signatures of an unscheduled outage in the electrical grid, a distributed generation device may continue supplying the local loads by forming an island. In this condition, the local loads remain energized, but the grid's centralized control system may not have the capability to regulate the island, precluding any utility operations personnel from performing corrective functions to restore power in a safe manner. Thus, interconnection codes have been developed to ensure that any distributed generation device connected to the grid will disconnect in the event of an outage in the utility within a specified interval of time [1] . On the other hand, a microgrid is a local electrical network that: 1) comprises power generation sources, loads, and a means of delivering power from the generation units to the loads; 2) may be connected to a larger utility power system; and 3) operates to balance the power supply and demand within the microgrid. The microgrid paradigm rapidly emerges as a flexible approach to aggregate diverse distributed and intermittent renewable energy sources and storage devices with the electric grid in a safe and reliable manner. As such, a microgrid may operate in islanded mode or grid-connected mode. Since a microgrid is intentionally designed to support local loads in islanded mode, traditional anti-islanding approaches pose a conundrum. This paper proposes an operating methodology that defines responsibility centers for anti-islanding protection in microgrids, and presents a viable and practical procedure to realizing anti-islanding protection to ensure a safe operating protocol to overcome this conundrum. In Section II, an extensive summary of various islanding detection schemes, along with extensions to microgrids, is presented. Section III presents the proposed islanding detection based on harmonics signatures, along with a basis for the proposed approach. Validation of the approach based on experimental tests is discussed in Section IV. Finally, a summary of the results of the work is presented in Section V.
II. ISLANDING DETECTION METHODS
Islanding detection methods (IDMs) are numerous and it is easy to find in the literature detailed classifications and reviews. At the outset, IDMs can be classified as remote or local. Remote detection methods are under the authority of the system operator and they are located at the utility level. These techniques are generally quite reliable but their implementation is rather expensive and typically reserved for large-scale units with extensive supervisory control and data-acquisition (SCADA) systems well integrated with utility control systems and, thus, are not compatible with the vision of microgrids. On the other hand, 0885-8977 © 2014 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
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local detection methods are directly implemented at each generator. Traditionally, they have been located inside the inverters used with solar electric systems. Local detection methods can be further split into two main categories: passive and active.
A. Passive Methods
Passive methods are those where measurement and monitoring of a significant magnitude are needed in order to perform the detection, adjusting the protection system thresholds, but without any control action over the rest of the system. Some simple methods are rooted in the analysis of a single magnitude. This is the case with traditional methods, such as over/underfrequency [2] , unusual change of active power, frequency [3] , voltage [2] , reactive power [4] , jumps in the voltage phase [5] , or phase-angle difference [6] . In case of a generation-load imbalance produced by an islanding event, fluctuations in these measurements can be easily detected. New research of passive IDMs procedures has also been defined by applying highly topical tools, such as wavelet transform [7] , neural networks, or decision trees [8] . Different methods which relate more than one quantity can also be found, such as [9] where simultaneous changes in frequency and active power are analyzed or variations produced at the PCC in the voltage imbalance and the current THD [10] among many others. The main disadvantage that passive methods shall present is that in a significant nondetection zone (NDZ), certain regions in the real/reactive power plane have variations in voltage and frequency levels that are so small that they are undetectable.
B. Active Methods
Active methods introduce an additional external variable, a controlled change or a positive feedback to detect the islanding condition. They are much more effective than the passive ones, and generally do not feature any NDZs. However, they are not as fast as some passive methods because of the system's inherent reaction time, and the implementation cost of this kind of method is unquestionably higher. It is quite common to find examples of methods based on injection of a signal with a specific frequency [11] : by measuring the impedance at that frequency, the islanding condition can be detected [12] . Some other examples introduce positive feedback to cause perceptible changes in phase [13] or in voltage [14] . Other solutions are founded on the use of phase-locked loop circuits (PLLs), by introducing a disturbance in the inverter reference or in the inverter output. In case of islanding, phase-in voltage or an in-current wave moves out of a threshold value, causing the inverter to trip [15] , [16] . More detailed summaries of these approaches may be found in [17] - [19] , particularly those that combine active and passive techniques.
C. Extension of IDMs to Microgrids
The IDMs defined before have generally been motivated by early efforts to integrate distributed-generation units into electrical grids through an inverter, particularly for solar electric systems. Therefore, these methods are usually thought to be directly implemented within the inverter-based source. However, it is necessary to carefully extrapolate the islanding detection concepts in extending the concepts to the following steps in technology evolution. The first natural step in technology evolution is the extension of single inverter-based concepts to the multiple-inverter case. This aspect is well documented in technical literature [20] - [22] . In such multi-inverter scenarios, each inverter has an islanding detection responsibility within itself. These extensions do not necessarily introduce new IDM concepts, but take the complexity of interaction among the different inverters at the same point of common coupling (PCC). The next more nuanced step in technology evolution is the development of integration of heterogenous sources, such as solar electric systems, wind generation systems, energy-storage systems, microturbines, combined heat and power systems (CHP) based on fossil fuels, fuel-cell systems, etc., with the electric grid using the paradigm of microgrids.
There are some characteristics that establish differences when extending IDMs between the single-inverter and the multi-inverter case to the microgrid case. First of all, a microgrid can exchange power bidirectionally with the utility grid. Due to this fact, the detection of islanding events represents a challenge because there are no specific tests requirements defined in the IEEE 1547 standards to deal with such conditions. Second, in the event of an unintentional island, the microgrid has to be disconnected at the defined point of interconnection to the utility grid as a whole, but not at each generation and/or storage device. Otherwise, it would defeat the microgrid concept. While some of the recent technical literature refers to IDM in microgrids [23] - [27] , they are all generally based on simulations of well-modeled systems within reasonably regulated model scenarios. While [24] presents an experimental model, it is demonstrated only in a single-inverter source connected to the utility grid, thereby limiting the system-level extension. Furthermore, these IDMs place a focus on the islanding detection, but leave out the issue of maintaining the intentional island intact after the disconnection event.
It is therefore the intent of this paper to present a novel solution of IDMs as applied to microgrids. It is centered on the detection of loss of mains at the utility interconnection point, where 1547 interconnection regulations are applied, and not at each distributed generation or storage device within the microgrid, which may or may not consist of inverter-based generation. None of the generation devices within the microgrid are required to have any traditional anti-islanding technique within their controls. Section III further outlines this approach, that has been verified in extensive tests in a laboratory-scale microgrid with multiple heterogenous sources and the RLC load defined by IEEE Standard 1547 for testing islanding detection schemes. Moreover, the IDM approach and the formation of intentional island within the microgrid and the removal of the unintentional island upstream are all implemented using commercial utility-grade relaying equipment.
III. ISLANDING DETECTION METHOD BASED ON HARMONICS SIGNATURES
In the proposed methodology, the responsibility of detecting islanding phenomena and the subsequent disconnection of the microgrid at the point of connection relies, not in the inverters or any other generators present within the microgrid, but in the controls that are incorporated in the switching element at the point of interconnection. The switching element would nominally be operated to ensure appropriate relaying functions, such as overvoltage/undervoltage, overfrequency/underfrequency, reverse power, imbalance, synchronism check, etc., at the point of connection. It is therefore natural that the anti-islanding function also becomes part of the control responsibilities of the relaying device. This is, in fact, is a very practical solution to islanding detection in microgrids that is compatible with existing utility relay equipment practices, while removing the burden of islanding detection away from the inverters and generator equipment and integrating this functionality into the PCC equipment. Such an approach would also be readily compatible to emerging technologies, such as smart grids, and allow the penetration of distributed resources with fewer barriers at various load locations. Fig. 1 presents the proposed microgrid anti-islanding responsibility in contrast with a classical 1547 interconnection standard that requires the generation resource to incorporate anti-islanding compliance.
In this scenario, two operating conditions may be considered. In the first one, there is a substantial amount of export or import of power (real and/or reactive) that may be taking place at the point of interconnection. In this case, when a network outage occurs, there will be a measurable change in voltage and/or frequency at the point of connection due to the natural droop characteristics of the sources within the microgrid. Thus, the classical relay settings would enable disconnection of the switching element, and the upstream island will be disabled, while keeping the microgrid intact. In the second operating condition, the import and/or export of power at the point of interconnection is less than the threshold conditions for the classical relaying equipment, and the system operation is in the NDZ. Within NDZ, compliance testing of islanding detection and successful implementation of anti-islanding are established in the presence of an exactly matched resistive load with a shunt connected L-C tank tuned to be resonant at 60 Hz, such that the power flow through the interconnection switch is nulled [1] . Fig. 2 illustrates the equivalent circuit of the compliance testing for anti-islanding. Microgrid operating conditions are set up to have a rated amount of power flow through , to support the power requirements of . Power throughput through is null. The disconnection of switch causes a loss of mains when it needs to be detected and should be turned off within 2 s for compliance. To detect the island within the NDZ case, the method of harmonic signatures is further developed herein. The relationship between harmonic impedance of a network and the network configuration is well known, and a few of the recent IDM methods are based on this aspect [22] , [23] , [28] . However, these techniques rely on the injection of a particular harmonic component through a perturbation in the power circuit through an inverter. In the presence of multiple inverters and/or classical rotating machine generators, it is not clear how this responsibility will be shared without operating conflicts among them. The techniques call for master-slave designation among the generators within the microgrid, which is fundamentally antithetic to the paradigm of microgrids, where a peer-to-peer approach is preferred. Alternatively, the overwhelming presence of small ambient harmonics in a distribution network, both at customer buses and at the substations, has been well-documented through various field tests and surveys, particularly the 5th harmonic content in both voltages and currents [29] - [31] . The proposed approach relies upon this naturally occurring ambient harmonic content as will be further described.
A. Ambient Harmonics
Electrical distribution systems are generally rich in harmonics stemming from the presence of nonlinear loads, such as rectifiers, compact fluorescent lamps, and slightly unbalanced three-phase circuit elements, such as transformers, magnetic saturation in electromagnetic devices, etc. Customers are big contributors toward power-quality (PQ) problems in modern power systems, accounting for harmonics as well as poor power factor and flicker, among others [32, Ch. 1]. Several sources of harmonics, such as rectifiers, inverters, switch-mode power supplies, and energy-savings lamps, easily appear in a microgrid environment. This is especially true for microgrids with strong penetration of inverter-based sources. Even though several modern inverters use filters that mitigate most of the voltage distortion, freedom still exists at the consumer end to utilize power electronics-based equipment which may contribute on the whole to harmonics existence. Field data on harmonic measurements indicate 1%-3% persistent harmonic levels present in distribution systems [33] - [35] .
B. Harmonic Interactions
The relative amounts of current and voltage harmonics at a location in a network depend on the network topology as well as the source of harmonic interactions. Based on extensive field test data from various locations in various scenarios over several years, 5th harmonic content in voltage and currents have been found to be persistent and in substantial measurable amounts in customer buses, medium-voltage buses, as well as in substations. This is true for the traditional structures of power systems mainly based on conventional energy sources. But the progressive replacement of conventional generators by converter-based DG sources has increased the pre-existing 5th harmonics levels in microgrid topologies [36] , [37] . This will cause a noticeable change in the 5th harmonic signature, suggesting that this variable could be used for islanding detection purposes. The harmonic signatures, either current or voltage, at the PCC will exhibit identifiable differences between the grid-connected and autonomous modes of operation due to the vastly different structures in both cases. Fig. 3 shows the simplified equivalent circuit specified at the 5th harmonic frequency (300 Hz).
th represents the current flowing through , and th is the 5th harmonic current flowing through the upstream load and the resonant tank.
th is the equivalent voltage from the utility grid, and th is the current flowing through . It is clear from the circuit that when becomes open, the ambient harmonics at will vary due to network variations. These differences may be "observed" and "learned" by the microswitch.
The simple expressions to determine the 5th harmonic voltage magnitude present at , when is closed and when is open are shown in (1) and (2), respectively
It can be observed that the change in the 5th harmonic voltage depends directly on the relationship between the harmonic impedance of the network ( th), and the load impedance ( th), which is a function of the load and resonant tank parameters.
Typical spectra of harmonic components of voltages measured from the experimental UW-Madison laboratory scale microgrid testbed at are illustrated in Fig. 4 when is closed (grid connected) and is open (autonomous). These measurements were obtained under the scenario where the microgrid and the utility grid are connected with no power exchange through the link. In case of a unintentional islanding event, the undetectable changes in other variables, such as voltage or frequency, integrate this loading scenario within the NDZ of classical IDMs. As may be observed, the two conditions show significant differences, particularly with respect to the 5th harmonic. While such discrepancies are a complex function of network conditions, they are nevertheless present in any system. Protective relays with harmonic measurement functions may be programmed to detect these conditions and provide a disconnecting function to appropriately meet safety standards without resorting to any perturbing actions within any of the internal microgrid components.
Based on these preliminary measurements at the location of microgrid interconnection over a period of time, a threshold criteria of 3% of the 5th harmonic voltage content can be defined to ensure positive IDM and anti-islanding. In Fig. 5 , a flow diagram of the proposed IDM approach based on the 5th harmonic voltage detection is shown. For instance, the data in Fig. 4 were collected over a long enough period of time (six weeks), at different times of day, both weekdays and weekends, and the obtained results were similar. Therefore, the spectrum pattern that is shown can be considered representative of the harmonic pollution that always exists in the PCC or the 5th harmonic voltage change that occurs as a consequence of an islanding event. Even though the use of 5th harmonic voltage could be extrapolated to other microgrids, an analogous preliminary study should be accomplished to establish the tripping thresholds, which will depend on the specific harmonic characteristics of such microgrids.
IV. EXPERIMENTAL RESULTS
To demonstrate the validity of the proposed IDM, the necessary tests have been carried out in the lab-scale microgrid installed at UW-Madison. The experimental microgrid is composed of a set of inverted-based sources (microsources) and a set of resistive loads, along with the corresponding interconnection lines. Each microsource consists of an inverter fed by either a dc source or batteries. They can represent almost any distributed generating source, since most of them are connected to the utility grid by means of an inverter. A simplified schematic of the laboratory scale microgrid is shown in Fig. 6 .
The microsources have a rated power of 15 kW peak. The resonant RLC load required to perform the test method validation has been calculated according to the expressions appearing in the IEEE 1547.1 standard. Switch is in series with a back-to-back connected thyristor bridge that acts as a solid-state power switch (called or "microswitch"), controlled by a firing board, which can be enabled or disabled by a control signal. The switch is managed by a combination of two utility-grade commercial relays: the SEL-547 and SEL-735. Both relays exchange information and control signals, while it is the responsibility of the SEL-547 to provide the actuation signal for closing or opening the static switch. A photograph and simplified schematic diagram of the static switch are shown in Fig. 8 . The SEL-547 realizes IDM outside the NDZ using classical under/overfrequency (UF/OF) and under/overvoltage (UV/OV) trip levels, in addition to synchronization and protection tasks. The NDZ area for the commercial relay SEL-547 has been evaluated through the Power Mismatch Space method [38] and is displayed in Fig. 7 for first and second tripping thresholds. The operating points inside the area enclosed by the green line represent those with mismatches in active and reactive power that are not appreciable enough to cause relay tripping. 
A. Islanding Detection Outside the NDZ
The SEL-547 relay is designed to "offer protection and control elements required by IEEE 1547" [39] and, as such, readily includes undervoltage and overvoltage and frequency protection, along with reverse power (motoring), reverse-phase sequence voltage and synchronism check. The static switch utilizes many of these features for realization of the islanding detection outside the NDZ. However, some of the functionalities are disabled. For example, the reverse power protection is not used, because the microgrid is expected to import and export power. Nevertheless, the SEL-547 is a key component in the static switch that allows it to transition the microgrid to either islanded mode or grid-connected mode.
Except for minor modifications, the factory settings of the used relay functions offer compliance with IEEE Standard 1547, and were tested on a simulation of the static switch. The islanding detection results are shown in Tables I and II . In these tables, the clearing times (trip times) achieved with the relay are shown, along with the times required by the standard. It can be seen that for all voltage and frequency ranges, the relay is able to detect the condition and trip under the required time. It is important to be reminded that, as for the IEEE Standard 1547, the ranges of voltages and frequencies stated are considered "abnormal conditions." For the purpose of islanding detection, these conditions are those under which the static switch should isolate the microgrid from the utility grid, and would not necessarily shut down the microgrid. However, it will be the responsibility of the microgrid operator to maintain PQ within the microgrid, which could use the same voltage and frequency indices already used for islanding detection. For example, the abnormal frequency range (59.8-57.0 Hz) has an adjustable clearing time, and the use of frequency droop will inevitably drop the frequency under certain conditions, even though this operation mode might be desirable. In the same fashion, a certain voltage drop at the static switch does not necessarily mean that, within the microgrid, the voltages are outside the desired safe operating bands. It will be the task of other relays, such as the SEL-735, to monitor the PQ conditions within the microgrid.
B. Islanding Detection Inside the NDZ
The SEL-735 relay has various PQ measurement capabilities which enable IDM using harmonic content resolution. Phase voltages at the terminals of are measured and monitored at every cycle. These voltages are decomposed in their harmonic spectra by the SEL-735. Subsequently, the 5th harmonic voltage estimate is compared with the 5th harmonic threshold fixed in the PQ relay settings (set to be 3% on the basis of a priori background measurements, and per the minimum available threshold of action by SEL-735). If the level measured is over the established threshold, a trip signal is sent to the SEL-547 relay. The SEL-547 relays this information to open the static switch for full disconnection of the microgrid from any unintended island to upstream loads. The operation of the IDM outside the NDZ and inside the NDZ has been conducted using extensive measurements.
Various tests have been realized for several cases with variable power-flow situations. In each case, the power balance from the utility grid and from the microgrid is set to be different. This approach is an extension to the classical IEEE Standard 1547, where the power direction only flows from the distributed generation source to the utility grid. Several scenarios for the microgrid have been defined as follows.
1) The microgrid supports the RLC load, and exports excess power to the grid. 2) The microgrid supports RLC load partially, and the utility grid supports the balance of power to meet RLC load requirements.
3) The microgrid supports the RLC load completely and exports no power to the grid through . 4) The microgrid imports net power from the utility grid, which also supports RLC load. 5) The microgrid exchanges zero net power through , while the utility grid supports RLC load. In Table III , a summary of the results for the 5th harmonic voltage amplitude measurements are shown for each of the five scenarios. Scenario 3 is the most critical: there is no clear difference in the fundamental voltage amplitude or frequency when opens, because it carries no power (zero fundamental current) and is located within the NDZ area defined in Fig. 7 . Sample harmonic patterns under the situation represented by Scenario 3 are shown in Fig. 9 , when is closed (grid connected) and when is open (autonomous). A noticeable difference in the 5th harmonic voltage level between the two conditions is readily apparent. A set of measurement results of the operation of the IDM in the extreme NDZ case of Scenerio 3 with zero power throughput at is shown in Table IV . In the majority of tests, which were conducted over different random days, the proposed IDM approach was able to detect the grid outage event and to act properly. From the results in Table III , it should be noted that in Scenario 3, the harmoniclevel difference between being open and closed is greater than in any other scenario. This renders the proposed method especially useful within the NDZ. Fig. 10 illustrates the waveforms of three-phase voltages and currents measured at the microgrid-side terminals of . VA, VB, and VC are the phase voltages at , and IA, IB, IC, and IN being the phase and neutral currents through . The first vertical dotted line shows the instant of time when was opened. The second vertical dotted line shows the instant of time when was opened. From Fig. 10 , it can be observed that the voltage waveforms at the microgrid side remain intact during the events which establish the viability of the proposed approach. Fig. 10 , along with Table IV, shows that the time to disconnect is less than 2 s, which fulfills the IEEE Standard 1547 requirement for unintentional islanding.
V. CONCLUSION
In this paper a simple, low-cost, and effective passive method to detect an islanding situation in microgrids has been presented. It is based on the differences produced in the harmonic voltage content before and after the loss of the mains event at the point of common coupling. As opposed to other passive techniques, it presents the great advantage of being useful to cover all P-Q scenarios, completely eliminating NDZs when used in conjunction with other IDMs.
This method has been validated by means of several tests conducted over the UW-Madison microgrid installation. A previous study of the harmonic pattern was accomplished to select the 5th harmonic voltage as the variable of interest for detecting islanding conditions in this microgrid. In Section III, the suitability of using the 5th harmonic has been well documented, with this harmonic being present in both voltages and currents in distribution networks with high penetration of inverter-based sources. The particular characteristics of other microgrids might suggest the employment of other harmonic components, such as 7th, 11th, or 13th.
The algorithm successfully disconnected the microgrid under unintentional islanding events under 2 s, fulfilling the requirements of the IEEE Std 1547.
While various other active IDM methods have been applied at each distributed-generation device, such as solar PV inverters; harmonic injection based on high-frequency signatures; etc., the proposed approach completely eliminates the need for any modification to the distributed-generation device. The responsibility of IDM and conformance to anti-islanding requirements are delegated to the protective relay at the interconnection point, which integrates all of the IEEE 1547 compliance functions. Such an approach makes integration and adoption of microgrid paradigms for integrating large amounts of sustainable energy generation devices with the central grid more practical and viable while ensuring existing safety protocols during outage and routine maintenance.
